Dataswift Privacy Policy
When you use our Platform services, you're trusting us with the security and safety of your
microserver and the data within. We understand that this is a big responsibility and we work hard
to protect your microserver, the data within, and put you in control of the instructions within your
HAT.
This Privacy Policy describes how Dataswift collects, uses and shares any personal information
you provide ("Dataswift Account Data") when creating a HAT Microserver and any information
entrusted to us (whenever necessary) when you use the HAT; it also describes how your HAT
Microserver collects, uses and shares any personal information ("HAT Data" or "Your Data") and
the measures Dataswift adopts to ensure that your personal information is safe and lays down
your rights to access, update and delete your personal information. This Privacy Policy is
incorporated by reference in the HAT Owner Terms of Service, is subject to change and may be
updated on a regular basis.
This Privacy Policy applies to any Dataswift Platform (the "Platform") product or service that refers
to or links to the Privacy Policy (collectively, our "Services") as well as your HAT Microserver
permissions and executions (collectively "your instructions") This Privacy Policy applies regardless
of whether you use a computer, mobile phone, tablet, TV, home appliance device, or other smart
device to access your HAT Microserver and your instructions.
Below you will find a summary of the key messages contained in our Privacy Policy. For more
detailed information on how we process your information, please continue to read below.

1. Information You Collect (HAT Data)
Dataswift services enable you to collect Your Data from third party sources injecting data into your
HAT microserver database and third party applications writing into your HAT microserver database
and using our services to directly input data into your HAT microserver database through the
control of your instructions. Your instructions enable you to operate on, transform, bundle and
combine Your Data for exchange using our Services and the services of other third parties.
You are in control of the information you collect through the use of our Services and your
instructions and can use the information for:
•

transferring, exchanging, donating or giving Your Data to other HATs or third party
applications through data debits and with your instructions

•

fulfilling your instructions for creating new, insights, tools and algorithms that transform
Your Data within your microserver or generate new data within your microserver

•

viewing, filtering and searching Your Data with your instructions and our Services or third
party applications that you permit

In all circumstances of using Your HAT Microserver, you are deemed to be a "developer" running
the instructions and instruction code within your HAT. Dataswift have no access to Your Data and
are not responsible for its contents, organisation, visibility and usage. Dataswift owner services
(such as the HAT app) may facilitate the execution of your instructions.
We do not share Your Data with any third party. We merely facilitate the transfer of Your Data and
execute the transfer based on your HAT Microserver Instructions (HMI).

Dataswift Privacy Policy 2.0

However, we may have to share your data with law enforcement when we are required to do so or
to protect Dataswift and its users.

2. Information We Collect (Dataswift Account Data)
We collect various types of information in connection with our Services, including:
•

Information you provide directly to us when creating your HAT Microserver or interacting
with Dataswift

•

Information we collect about your use of our Services

•

Information we obtain from third party sources.

We may also seek your separate consent to collect information or separately notify you about how
we collect your personal information in a manner that is not described in this Privacy Policy, as
required for certain additional Services.

3. Use and Sharing of Information
We use the information we collect, among other things:
•

To provide the Services you request

•

To understand the way you use the Services so that we can improve your experience

•

To understand more about our HAT Owners so that we can offer the most relevant
communications, services, and experiences.

We do not share your information with any third party. If we do, it is with your explicit consent
through a data debit of your HAT Microserver. However, we may have to share your information
with law enforcement when we are required to do so or to protect Dataswift and its users.

4. Additional Information about Specific Products and
Services
While this Privacy Policy applies to all our Platform products and services, we may also provide
you with certain specific privacy supplements that contain additional information about our
practices in connection with particular services, where this is necessary. These supplements apply
to your use of the services they cover.

5. Contact Us
Dataswift Ltd
8 Comberton Road, Barton, Cambridge CB23 7BA
Email: Please contact us at contact@dataswift.io or via our website https://dataswift.io/contact-us..

6. DATASWIFT GLOBAL PRIVACY POLICY FOR
DATASWIFT ACCOUNT DATA AND HAT DATA
Effective Date: 25th May, 2018
Dataswift Limited, and our affiliates ("Dataswift", "we", "us", "our") know how important privacy is to
our customers, and we strive to be clear about how we collect, use, disclose, transfer, and store
your personal information. This Privacy Policy explains our information practices. This Privacy
Policy applies to all Dataswift Platform products or services that refer to or link to the Privacy
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Policy (collectively, our "Services"). This Privacy Policy applies regardless of whether you use a
computer, mobile phone, tablet, TV, home appliance device, or other smart device to access your
HAT Microserver.
It is also important that you check back often for updates to the Privacy Policy. If we update the
Privacy Policy, we will let you know in advance about changes we consider to be material by
placing a notice on relevant Services or by emailing you, where appropriate. The most current
version of the Privacy Policy will always be available on the website. You can check the "effective
date" posted at the top to see when the Privacy Policy was last updated. If you continue to use our
Services following the upload of a new version of this Privacy Policy on Dataswift's website, it
means that you accept the changes.

7 . I N F O R M AT I O N T H AT W E C O L L E C T A N D
PROCESS
Dataswift collects and processes the following information to create your microserver. This is
referred to as Dataswift Account Data and not Your Data in the microserver.
7 . 1 I N F O R M AT I O N Y O U P R O V I D E D I R E C T LY
The information that you provide when creating your HAT Microserver or interacting with Dataswift,
such as your name, email address, phone number, billing information and any other information
that you provide to Dataswift.
7 . 2 O T H E R I N F O R M AT I O N W E C O L L E C T
We also may collect other information about you, your device, or your use of the Services in ways
that we describe to you at the point of collection or otherwise with your separate consent where
required.
You can choose not to provide us with certain types of information (e.g. information we request
during HAT Microserver registration) but doing so may affect your ability to use some Services. We
will provide you with relevant information at the time of collection to help you make an informed
decision.

8. USING YOUR INFORMATION
We will use Dataswift Account Data for the following purposes:
•

to register you or your device for a Service

•

to provide a Service or feature you request

•

to contact you to ask you for your feedback and to carry out customer surveys with your
separate consent if required

•

to understand the way people use our Services so that we can improve them and develop
new products and services

•

to provide maintenance services and technical support

•

to protect the security of our network and prevent abusive behaviour

•

to ensure compliance with the HAT Owner Terms of Service and to respond to legal
requests in accordance with our Government Request Policy

•

Otherwise with your separate consent.
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Dataswift have no access to Your Data. We may however use your Dataswift Account Data across
all of the Services that require a HAT Microserver. HAT Owners authorise the sharing of Your Data
through data debits with third parties only to the extent that you expressly authorise it.
Dataswift processes personal data for the purposes described above. Dataswift's legal basis to
process personal data includes processing that is: necessary for the performance of the contract
between you and Dataswift (for example, to provide you with the Services and to identify and
authenticate you so you may use certain Services); necessary to comply with legal requirements
(for example, to comply with applicable accounting rules and to make mandatory disclosures to
law enforcement); necessary for Dataswift's legitimate interests (for example, to manage our
relationship with you and to improve the relevance of our communications, experiences, and
customer service) and based on consent by our customers (for example, to communicate with you
about our products and services and provide you with marketing information), which may
subsequently be withdrawn at any time by contacting us as specified in the Contact Us section of
this Privacy Notice without affecting the lawfulness of processing based on consent before its
withdrawal.

9. SHARING YOUR INFORMATION
We may disclose your Dataswift Account Data internally within our business to the relevant teams
such as, without limitation, the customer services team, the legal team, the finance team, the sales
team, and where you have chosen to receive marketing messages, the marketing teams. We may
also disclose your Dataswift Account Data to the following entities, only to the extent that this will
be necessary to perform the Services:
9 . 1 O T H E R PA R T I E S W H E N R E Q U I R E D B Y L AW O R A S N E C E S S A RY TO
P R O T E C T O U R S E RV I C E S
There may be instances when we disclose your information to other parties:
•
•
•

to comply with the law or respond to compulsory legal process (such as a search warrant
or other court order)
to verify or enforce compliance with the policies governing our Services
to protect the rights, property, or safety of Dataswift, or any of our respective affiliates,
business partners, or customers.

9 . 2 O T H E R PA R T I E S I N C O N N E C T I O N W I T H C O R P O R AT E T R A N S A C T I O N S
We may disclose your Dataswift Account Data to a third party as part of a merger or transfer,
acquisition or sale, or in the event of a bankruptcy.
9 . 3 O T H E R PA R T I E S W I T H Y O U R C O N S E N T O R AT Y O U R D I R E C T I O N
In addition to the disclosures described in this Privacy Policy, we may share information about you
with third parties when you separately consent to or request such sharing. Dataswift will never
execute a data exchange of Your Data without your authorisation and will stop executing them
when you withdraw a previously granted authorisation. If your HAT Microserver is administered by
a Dataswift Partner they will have access to your information to register your HAT but will not have
access to Your Data.
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10. KEEPING YOUR INFORMATION SECURE
We take protection of your data seriously and have put in place appropriate physical,
administrative and technical security measures to safeguard the information we collect in
connection with the Services. We continually review all such measures and update them when
appropriate. However, please note that although we take reasonable steps to protect your
information, no website, Internet data transmission, computer system, or wireless connection is
completely secure. As a result, while we strive to protect your personal information, Dataswift
cannot ensure or warrant the security of any information you transmit via the Internet. By
transmitting any such information to Dataswift, you accept that you do so at your own risk.
Dataswift deploys multiple layers of protection to protect personal data stored in the HAT, whether
at rest, in transit or in use. A detailed description of how we secure your information is available in
our security whitepaper at https://hatdex.org/volume-1-issue-2-17th-of-june-2016
1 0 . 1 I N T E R N AT I O N A L T R A N S F E R O F D ATA
Your use of our Services will involve the transfer, storage and processing of Your Data and
Dataswift Account Data outside the country of your residence consistent with this policy. We will
take appropriate measures, in compliance with applicable law, to ensure that Your Data and
Dataswift Account Data remains protected. Such measures include the use of Standard Data
Protection Clauses approved by the European Commission to protect that information and the
rights of individuals when transferring data outside of the European Economic Area. However, we
only act on your instruction for transferring Your Data and cannot be responsible for its usage once
it is transferred.

11. YOUR RIGHTS
Access, Update And Deletion Of Your Information
You have the right to request details about the information we collect about you and to request us
to correct inaccuracies in that information, to object to or request the restriction of processing, and
to request access to, or the erasure or portability of your information. Under the laws of some
jurisdictions, we may decline to process requests that are unreasonably repetitive, require
disproportionate technical effort, jeopardise the privacy of others, are extremely impractical, or for
which access is not otherwise required by local law.
•

If you would like to make a request to access your information, please contact us at
contact@dataswift.io. Dataswift will provide access to the information you request within a
reasonable period of time. Dataswift reserves the right to charge a reasonable fee for
access requests.

•

You may update the information you provided on the HAT app of your HAT Microserver
(this feature is coming soon).

•

You may request Dataswift to delete the information you provided by contacting Dataswift
at contact@dataswift.io. Dataswift reserves the right to retain certain information when the
law authorises or requires it to do so. Please note that deleting some information may
disable the functioning of your HAT Microserver.

If you request deletion of personal information, you acknowledge that you may not be able to
access or use the Platform Services and that residual personal information may continue to reside
in Dataswift's records and archives for some time, in compliance with applicable law, but Dataswift
will not use that information for commercial purposes. You understand that, despite your request
for deletion, Dataswift reserves the right to keep your personal information, or a relevant part of it,
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in line with the below section on "Data Retention" and applicable laws. Dataswift may suspend,
limit, or terminate your access to the Services for violating the Dataswift Terms of Service when
necessary to protect the rights, property, or safety of Dataswift, or any of our respective affiliates,
business partners, employees, or customers.

12. DATA RETENTION
We will not keep your personal data for longer than is necessary for the purpose it was collected.
This means that data will be destroyed or erased from our systems when it is no longer required.
We take appropriate steps to ensure that we process and retain information about you based on
the following logic:
1. at least the duration for which the information is used to provide you with a service
2. as required under law, a contract, or with regard to our statutory obligations
3. only for as long as is necessary for the purpose for which it was collected, is processed, or
longer if required under any contract, by applicable law, or for statistical purposes, subject
to appropriate safeguards.

1 3 . T H I R D PA R T Y L I N K S , P R O D U C T S A N D
SERVICES ON OUR PLATFORM
Our Platform Services may link to third party websites and services that are outside our control.
Dataswift is not responsible for the security or privacy of any information collected by websites or
other services. You should exercise caution and review the privacy statements applicable to the
third party websites and services you use. If the HAT of one of our HAT Owners host personal
information of third parties, this Privacy Policy applies to such personal information. Dataswift
cannot access, scan or share the personal information of third parties stored on a HAT.
We may act as an intermediary to make available to you certain products or services (e.g. offers
through DataBuyer) developed by third parties. Dataswift is not responsible for these third party
products or services.
1 3 . 1 T H I R D P A R T I E S T H A T P R O V I D E C O N T E N T, A D V E R T I S I N G ,
F U N C T I O N A L I T Y F O R O U R P L AT F O R M S E RV I C E S

OR

Some of the content, advertising, and functionality on our Platform may be provided by third
parties that are not affiliated with us. In such circumstances, we have entered into contractual
agreements with such third parties. For example:
•

We enable you to watch video content provided by content providers

•

Third parties develop apps that we make available

•

We enable you to share certain materials on the Platform with others through social
networking services such as Facebook, Spotify, Twitter or Google Calendar

We enable you to share your data to obtain more relevant advertisements.
These third parties may collect or receive certain information about your use of the Services,
including through the use of cookies, pixels, beacons, and similar technologies, and this
information may be collected over time and combined with information collected across different
websites and online services. Dataswift does not control the data collection and use practices of
these companies. Some of these companies participate in industry-developed programmes
designed to provide consumers with choices about whether to receive targeted advertising. Please
visit the websites operated by the Network Advertising Initiative http://networkadvertising.org and
Digital Advertising Alliance http://www.aboutads.info/ to learn more. Dataswift is not responsible for
•
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the content or practices of third party websites that may be linked to the Platform Services. You
should exercise caution and refer to the privacy policy and practices applicable to the third party
websites and services you use prior to disclosing any such information.
If you connect with a social networking service, we may receive and store authentication
information from that service to enable you to log in, as well as other information that you allow us
to receive when you connect with these services.
Also, please note that if you choose to connect with a social networking service on a device used
by people in addition to you, those other users may be able to see information stored or displayed
in connection with your account on the social networking service(s) with which you connect. We
recommend that you log out of any such sites and only share information with individuals that you
trust.
1 3 . 2 P R I VA C Y P O L I C I E S O F T H I R D PA R T I E S
Dataswift bears no responsibility for the policies of third parties on the collection and use of your
information. When your information is shared with third parties in accordance with this Privacy
Policy, the collection and use of such information by third parties will be subject to their privacy
policies as well as laws applicable to them.

14. COOKIES
We, as well as certain third parties that provide content, advertising, or other functionality on our
Platform, may use cookies, pixels, beacons, and other technologies to improve your experience of
our Services, as explained in more detail below.
14.1 COOKIES
Cookies are small files that store information on your computer, TV, mobile phone, or other device.
They enable the entity that put the cookie on your device to recognise you across different
websites, services, devices, and/or browsing sessions. Cookies serve many useful purposes. For
example:
•

Cookies can remember your sign-in credentials so you don't have to enter those
credentials each time you log on to a service

•

Cookies help us and third parties understand which parts of our Services are the most
popular because they help us to see which pages and features visitors are accessing and
how much time they are spending on the pages. By studying this kind of information, we
are better able to adapt the Services and provide you with a better experience

•

Cookies help us and third parties to combat fraud

•

Cookies help us and third parties provide you with relevant content and advertising by
collecting information about your use of our Services and other websites and apps.

When you use a web browser to access the Services, you can configure your browser to accept all
cookies, reject all cookies, or notify you when a cookie is sent. Each browser is different, so check
the "Help" menu of your browser to learn how to change your cookie preferences. The operating
system of your device may contain additional controls for cookies.
Please note, however, that some Services may be designed to work using cookies and that
disabling cookies may affect your ability to use those Services, or certain parts of them.
We may use the following types of cookies in our Services:
14.2 ESSENTIAL COOKIES
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Which enable you to order products and receive services.
14.3 PERFORMANCE COOKIES
Which enable analysis of the performance and design of our Services and detect errors. For
example, this type of cookie allows the recognition that you have visited a website before and
shows which sections of a website are most popular by allowing us to see which pages visitors
access most frequently and how much time visitors spend on each page.
14.4 FUNCTIONAL COOKIES
Which allow delivery of a better user experience. For example, this type of cookie ensures that the
information displayed on your next visit to a website will match up with your user preferences, or
your HAT Account from which you linked to the website, or the fact that you linked to a website via
an email sent to you through the Platform or one of our trusted third party service providers
contacting you on our behalf.

CONTACT US
If you have any specific questions, please contact us at:
Dataswift Ltd
8 Comberton Road, Barton, Cambridge CB23 7BA
You can also contact us at contact@dataswift.io.
If you would like to exercise your rights to access, rectification, deletion/erasure, object, restrict
processing, or portability, please visit our website https://dataswift.io/contact-us.
You may lodge a complaint with the relevant supervisory authority if you consider that our
processing of your personal data infringes applicable law.
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